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Product	overview	Today’s	attacks	are	stealthy	and	evasive,	designed	to	bypass	traditional	perimeter	defenses	like	firewalls,	antivirus	software,	and	intrusion	prevention	systems.	6	Has	two	1"	sq.	With	custom	detection	lists,	you	are	empowered	to	act	whenever	you	decide	to	do	so;	there’s	no	need	to	wait	for	a	vendor-supplied	update	to	take	action.
With	custom	detection	lists,	you	are	empowered	to	act	whenever	you	want,	without	waiting	for	a	vendor-supplied	update	to	take	action.	2	NetMods	may	be	failover	or	nonfailover.	Integrated	SSL	decryption	Identifies	and	decrypts	SSL	encrypted	network	traffic	and	performs	inspection	and	detection	on	that	traffic.	File	trajectory	is	essential	to
determining	the	impact	and	scope	of	a	potential	infection.	Software	requirements	Software	requirements	are	outlined	in	Table	3.	Integration	with	Secure	Endpoint	Malware	Defense	through	the	Malware	Defense	license	is	compatible	with	Cisco	Secure	Endpoint,	an	advanced	malware	protection	product	for	PCs,	Macs,	Linux,	mobile	devices,	and
virtual	systems.	Malware	Defense	combines	these	discrete	but	related	events	into	an	aggregate	view	called	IoCs	in	the	Firewall	Management	Center.	For	more	information	For	more	information,	please	visit	the	following	link:	●						Malware	Defense	license	for	Cisco	Secure	Firewall	●						Analyze	files	and	traffic	continuously:	Determining	that	an
observed	file	is	malicious	triggers	retrospective	alerts	from	Malware	Defense,	even	if	the	file	traversed	the	network	hours	or	days	in	the	past,	so	you	can	still	take	action	and	mitigate	damage.	4	Each	chassis	will	pull	current.	Ordering	information	To	place	an	order,	visit	the	Cisco	Ordering	Home	Page,	contact	your	Cisco	sales	representative,	or	call	us
at	800	553	6387.	Known	malicious	files	are	blocked	from	reaching	their	target	system.	Retrospective	alerts	from	Malware	Defense	tell	you	when	an	observed	file	is	determined	to	be	malicious,	even	if	the	file	traversed	the	network	hours	or	days	in	the	past,	allowing	you	to	take	action	and	mitigate	the	damage.	Cisco	IPS	can	also	protect	against	other
vulnerability	exploit	attempts	aimed	at	web	browsers,	Adobe	Acrobat,	Java,	Flash,	and	other	commonly	targeted	client	applications.	Furthermore,	point-in-time	detection	is	completely	blind	to	the	scope	and	depth	of	a	breach	after	it	happens,	rendering	organizations	incapable	of	stopping	an	outbreak	from	spreading	or	preventing	a	similar	attack	from
happening	again.	You	can	also	enforce	SSL	certificate	policies	and	enable	central	SSL	policy	control	for	the	network.	Learn	more.	●						Identify,	block,	and	analyze	malicious	files:	The	system	blocks	malicious	files	from	their	target	system	and	analyzes	files	with	an	unknown	disposition.	You	can	block	files	and	malware	communications	with	a	simple
policy	update.	Table	2.								Hardware	specifications:	Dedicated	Cisco	AMP	for	Networks	appliances	AMP7150	AMP8050	AMP8150	AMP8350	AMP8360	AMP8370	AMP8390	Advanced	Malware	Protection	throughput1	500	Mbps	1	Gbps	2	Gbps	5	Gbps	10	Gbps	15	Gbps	20	Gbps	Max	monitoring	interfaces2	12	12	(3	x	4-port	RJ-45	NetMods)	12	(3	x	4-port



RJ-45	NetMods)	28	(7	x	4-port	RJ-45	NetMods)	24	(6	x	4-port	RJ-45	NetMods)	20	(5	x	4-port	RJ-45	NetMods)	16	(4	x	4-port	RJ-45	NetMods)	Fixed	monitoring	interfaces	4	x	10/100/1000	(RJ-45)	0	0	0	0	0	0	Modular	interfaces	8	SFP	(1GB)	No	failover	Yes	(requires	NetMods)	Yes	(requires	NetMods)	Yes	(requires	NetMods)	Yes	(requires	NetMods)	Yes
(requires	NetMods)	Yes	(requires	NetMods)	NetMod	expansion	slots	0	3	3	7	6	5	4	Programmable	fail‑open	interfaces	4	x	10/100/1000	(RJ-45)	Yes	(requires	NetMods)	Yes	(requires	NetMods)	Yes	(requires	NetMods)	Yes	(requires	NetMods)	Yes	(requires	NetMods)	Yes	(requires	NetMods)	Management	interfaces	1	x	10/100/1000	(RJ-45)	1	x
10/100/1000	(RJ-45)	1	x	10/100/1000	(RJ-45)	2	x	10/100/1000	(RJ-45)	2	x	10/100/1000	(RJ-45)	2	x	10/100/1000	(RJ-45)	2	x	10/100/1000	(RJ-45)	Average	latency
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